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Abstract
On February 24, 2022, Russia began a large-scale invasion of

Ukraine, the first widespread conflict in a country with high levels
of network penetration. Because the Internet was designed with
resilience under warfare in mind, the war in Ukraine offers the net-
working community a unique opportunity to evaluate whether and
to what extent this design goal has been realized. We provide an
early glimpse at Ukrainian network resilience over 54 days of war
using data fromMeasurement Lab’sNetworkDiagnostic Tool (NDT).
We find that NDT users’ network performance did indeed degrade
– e.g.with average packet loss rates increasing by as much as 500%
relative to pre-wartime baselines in some regions – and that the
intensity of the degradation correlated with the presence of Russian
troops in the region. Performance degradation also correlated with
changes in traceroute paths; we observed an increase in path diver-
sity and significant changes to routing decisions at Ukrainian border
Autonomous Systems (ASes) post-invasion. Overall, the use of di-
verse and changing paths speaks to the resilience of the Internet’s
underlying routing algorithms, while the correlated degradation
in performance highlights a need for continued efforts to ensure
usability and stability during war.
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1 Introduction
The Internet was designed from first principles to be resilient.

Early research emphasized redundancy and reliability in the face of
war: partiallydamaging Internet infrastructure shouldnot takedown
the entire system [4, 11]. Decades later, the Internet has become an
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essential, worldwide network of communication, information, and
content, making Internet resilience all the more critical.

The present Russian invasion of Ukraine offers an unprecedented
case study of Internet resilience. Ukraine is an emerging Internet
economy [47]: from 2007 to 2019, Ukrainian’s Internet penetration
grew at a staggering rate, skyrocketing from 6.5% to over 70% [45].
With heavy destruction in cities across the country, millions fleeing
their homes for safety [1], and cyberattacks on national infrastruc-
ture [17, 29, 36, 44], the country’s Internet infrastructure has been
heavily tested. Studying such changes to Internet usability and in-
frastructure over time and across regions enables us to characterize
the network’s resilience in disaster scenarios. To this end,we present
an analysis of the state of the Internet in Ukraine by evaluating core
connection quality metrics and link these observations to Internet
routing changes.

The main source of data for our analysis comes from Measure-
ment Lab (M-Lab), an open-source project providing open access
to measurements of global network performance [33]. Namely, we
use data from the Network Diagnostic Tool (NDT), which provides
statistics on throughput, latency, and loss for a connection’s “bulk
transport capacity” [31]. Using the NDT data, we detect degradation
of three key metrics: decreased throughput, increased latency, and
increased packet loss – especially in regions that have encountered
the most conflict. To the best of our knowledge, this work is the first
study of user-perceived performance during the Ukrainian war.

We also use traceroute data fromM-Lab’s to characterize rout-
ing pre- and post- invasion [32].Wefind that routing between clients
andM-Lab servers take previously unused routes, and that clients
with more new routes observed were also more likely to experi-
ence performance degradation. We also aggregated hops in the
traceroutes by the AS to which they belong, and observed some
major shifts in routing – with a notable shift for traffic entering
Ukraine towards paths through Hurricane Electric over previously
utilized ASes.

Our analysis of the traceroute data shows only a mild correla-
tion of route updates with performance degradation. Hence, based
on this analysis, we hypothesize that most of the performance insta-
bility occurs due to damage at the edgeof thenetwork, e.g. cell towers
and consumer-facing networks. However, network data from this
conflict still remains early and sparse, and this hypothesis remains
to be validated.

The rest of the paper is organized as follows: in Section 2, we
present background for the events in the war; in Section 3, we pro-
vide details on our chosen data sources; in Sections 4 and 5, we
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