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Abstract
On February 24, 2022, Russia began a large-scale invasion of

Ukraine, the first widespread conflict in a country with high levels
of network penetration. Because the Internet was designed with
resilience under warfare in mind, the war in Ukraine offers the net-
working community a unique opportunity to evaluate whether and
to what extent this design goal has been realized. We provide an
early glimpse at Ukrainian network resilience over 54 days of war
using data fromMeasurement Lab’sNetworkDiagnostic Tool (NDT).
We find that NDT users’ network performance did indeed degrade
– e.g.with average packet loss rates increasing by as much as 500%
relative to pre-wartime baselines in some regions – and that the
intensity of the degradation correlated with the presence of Russian
troops in the region. Performance degradation also correlated with
changes in traceroute paths; we observed an increase in path diver-
sity and significant changes to routing decisions at Ukrainian border
Autonomous Systems (ASes) post-invasion. Overall, the use of di-
verse and changing paths speaks to the resilience of the Internet’s
underlying routing algorithms, while the correlated degradation
in performance highlights a need for continued efforts to ensure
usability and stability during war.
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1 Introduction
The Internet was designed from first principles to be resilient.

Early research emphasized redundancy and reliability in the face of
war: partiallydamaging Internet infrastructure shouldnot takedown
the entire system [4, 11]. Decades later, the Internet has become an
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essential, worldwide network of communication, information, and
content, making Internet resilience all the more critical.

The present Russian invasion of Ukraine offers an unprecedented
case study of Internet resilience. Ukraine is an emerging Internet
economy [47]: from 2007 to 2019, Ukrainian’s Internet penetration
grew at a staggering rate, skyrocketing from 6.5% to over 70% [45].
With heavy destruction in cities across the country, millions fleeing
their homes for safety [1], and cyberattacks on national infrastruc-
ture [17, 29, 36, 44], the country’s Internet infrastructure has been
heavily tested. Studying such changes to Internet usability and in-
frastructure over time and across regions enables us to characterize
the network’s resilience in disaster scenarios. To this end,we present
an analysis of the state of the Internet in Ukraine by evaluating core
connection quality metrics and link these observations to Internet
routing changes.

The main source of data for our analysis comes from Measure-
ment Lab (M-Lab), an open-source project providing open access
to measurements of global network performance [33]. Namely, we
use data from the Network Diagnostic Tool (NDT), which provides
statistics on throughput, latency, and loss for a connection’s “bulk
transport capacity” [31]. Using the NDT data, we detect degradation
of three key metrics: decreased throughput, increased latency, and
increased packet loss – especially in regions that have encountered
the most conflict. To the best of our knowledge, this work is the first
study of user-perceived performance during the Ukrainian war.

We also use traceroute data fromM-Lab’s to characterize rout-
ing pre- and post- invasion [32].Wefind that routing between clients
andM-Lab servers take previously unused routes, and that clients
with more new routes observed were also more likely to experi-
ence performance degradation. We also aggregated hops in the
traceroutes by the AS to which they belong, and observed some
major shifts in routing – with a notable shift for traffic entering
Ukraine towards paths through Hurricane Electric over previously
utilized ASes.

Our analysis of the traceroute data shows only a mild correla-
tion of route updates with performance degradation. Hence, based
on this analysis, we hypothesize that most of the performance insta-
bility occurs due to damage at the edgeof thenetwork, e.g. cell towers
and consumer-facing networks. However, network data from this
conflict still remains early and sparse, and this hypothesis remains
to be validated.

The rest of the paper is organized as follows: in Section 2, we
present background for the events in the war; in Section 3, we pro-
vide details on our chosen data sources; in Sections 4 and 5, we

https://doi.org/10.1145/3517745.3561449
https://doi.org/10.1145/3517745.3561449


DR
AF
T

IMC ’22, October 25–27, 2022, Nice, France Akshath Jain, Deepayan Patra, Peijing Xu, Justine Sherry, and Phillipa Gill

Figure 1: Areas of military activity as of March 20, 2022
(approximate date ofmaximumRussian occupied territory in
Ukraine within the window of analysis) [13]. Shaded regions
to theNorth, South, and East are controlled byRussian forces.
present our studies on Ukraine’s network statistics and Internet
infrastructure; in Section 6, we present prior work in large-scale
Internet studies; finally, we conclude our study.

2 Motivation and RelatedWork
We focus our study on the first 54 days after the Russian invasion

of Ukraine. The invasion began on February 24, 2022 [12]; military
scholars identify a few key milestones in the conflict in April with
Ukrainian forces winning the battle of Kyiv and forcing Russian
withdrawal from the capitol (April 3 [12]). Our data analysis stops
on April 18th, 2022; as reported by the Institute for the Study of
War, the Northern, Eastern, and Southern fronts of Ukraine are areas
which underwent direct assault during this period of the invasion
[12]. Regions in the Southeast are controlled by Russian forces. The
Northern region around Kyiv has been regained by Ukraine but still
experiences substantial military action. TheWestern regions, includ-
ing the city of Lviv, have largely been spared from fighting during
the first months of the war. Our data analysis stops on April 18th,
2022; the contemporary state of military action is shown in Figure 1.
In particular, the Northern, Eastern, and Southern fronts of Ukraine
are under direct assault. Shaded regions in the Southeast are con-
trolled by Russian forces, the Northern region around Kyiv has been
regained by Ukraine but still experiences substantial military action.
Aswewill show later in Section 4.2, performance degradation during
the period of study is highest in these militarily active regions.
Characterizing InternetDegradation during theWar: Commu-
nication networks constitute critical infrastructure and historically
have been targeted during wartime [40]. Modern network measure-
ment technologies present a unique opportunity for researchers to
independently observe the impacts of the Ukrainian conflict on the
Internet infrastructure. These observations can shed light on the im-
pacts of the conflict in near real time and inform our understanding
of the Internet’s resilience during conflict.

Engineers and researchers have already published blog posts
on the effects of the war on Ukraine’s network structure, noting de-
creases in reachability for addresses based in themost heavily shelled
cities [20], momentary disruptions to ISPs with the goal of subver-
sion [2], and studies in network concentration and ISP resilience [3].
News sources have reported on the bravery and heroism of network

engineers fixing damaged infrastructure in the country who have
been able to preservemany services forUkrainian citizens [8, 42] and
some speculation on a lower volume of attacks on network infras-
tructure than expected [17]. Some prominent Internet researchers
and contributors have also shared information on and analysis of
Internet events in these countries on Twitter threads [15, 44].
Insights fromNDT: Informationabout the stateofnetworkconnec-
tivity in Ukraine remains early and sparse. To the best of our knowl-
edge, no widespread studies yet exist looking into user-experienced
performance in the Ukrainian war. Hence, to complement the exist-
ing data and open new lines of inquiry regarding network perfor-
mance under war, we investigate crowd-sourced data fromMeasure-
ment Lab’sNetworkDiagnostic Tool (NDT). Relative to existing data,
NDT offers new insights into Ukrainian network degradation by
providing data about user-perceived performance – e.g. throughput,
latency, and loss rate. Using the NDT data, our goal is to under-
stand: (1) whether and to what extent NDT users have experienced
performance degradation during the war; (2) whether or not any
statistically significant performance degradation is correlated with
military activity; and (3) whether or not we observe shifts in core
routing that are also correlated with degraded performance.

3 Methodology
We use data from Measurement Lab (M-Lab), an open-source

project focusing on globalmeasurement of network performance.M-
Lab hosts a range of measurement services on a distributed platform
of 210 sites in 47 countries around the world. Each site is connected
to a distinct transit provider and a load balancing service directs
each client to a measurement site that is geographically nearest to
them. A suite of “sidecar” services run alongside each measurement
service to collect packet captures and perform a traceroute (using
scamper) towards the client [32].
The NDT dataset: This paper uses data from the Measurement
Lab’s (M-Lab) Network Diagnostic Tool (NDT) [33]. The NDT client
is integrated into a variety of platforms with ∼90% of NDT’s data
collected via its integration with Google search [21, 23]. On average
there are over 4 million NDT tests performed each day from clients
in over 200 countries and territories as of May 2022 [31].

NDT tests the client’s network connectivity by downloading /
uploading an object via a WebSocket over TLS. It aims to capture
how fast the client’s device can send/receive data using a single TCP
connection. Earlier versions of NDT (e.g.NDT5) used TCP Reno or
Cubic with the current version (NDT7) using BBR if available. In
both cases, statistics about the connection are collected from the
TCP_INFO structure. We use the mean throughput, minimum RTT,
and loss rate statistics in our analysis.

We analyze download measurements made by NDT clients in the
108-day time range spanning from January 1, 2022 to April 18, 2022.
This includes the 54 days preceding the invasion on February 24 and
the first 54 days following it.We refer to these two periods asprewar
andwartime, respectively.We chose a time period spanning several
weeks, on either end, to ensure that wewere analyzing trendswithin
the data – and not daily / weekly fluctuations. Though the exact
number of days is not important, this time range provided sufficient
data to compare the Ukrainian Internet between the two periods.
We use the client’s geolocation, determined byMaxMind [38], and
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publishedwith theNDT data to identify tests from clients in Ukraine.
We note that there are no NDT servers in Russia for tests originating
in Ukraine, so we do not expect changes and influences on Russia’s
Internet infrastructure to affect the data collected.

To validate that our observed changes are linked to the invasion
and are not spurious,we established baselinemeasurements over the
same periods in 2021 (January 1 to April 18). We refer to the first 54
days of the period in 2021 as baseline Jan-Feb, 2021 and the latter
54 days as baseline Feb-Apr, 2021. We expect that traffic in early
2021 reflects relative normalcy in the country (therefore matching
the prewar measurements), and was not affected by the initial spike
in traffic in at the start of the pandemic in early 2020 [7, 19, 35].

Wefind it important tonote thatwhileNDT’s testingprotocolsand
algorithmshavechangedover time, the congestioncontrol algorithm
was stable in the period from 2021-2022 we studied [30, 31].
Limitations: We acknowledge that data collected using the NDT
tool is subject to some known limitations. The first is sampling bias
– Internet speed tests are typically performed when users already
experience degradation on their Internet service.

Second, our data only shows performance degradation for In-
ternet connections that are currently functional and will not show
portions of the network where access is cut off completely.

Third, is another form of sampling bias: taking Internet speed
tests during wartime is a low priority activity. As a result, we would
expect a drop in the number of count of Internet tests, resulting
in fewer data points. However, as shown in Figures 2a and 3a, test
counts are relatively stable, and we see at most a 2% decrease in tests
from prewar to wartime, indicating that this form of bias is limited.

Finally, the geolocation data used for more precise analysis is not
perfectly accurate. However, MaxMind’s self-reported accuracy for
labeled geolocation data is > 68% at a resolution of 25 km [37].While
it is possible that incorrectly labeled data causes biases in our dataset,
we expect incorrect labels would skew results to be less significant,
strengthening our results.We focus largely on cities expecting heavy
damage from war; should datapoints from less damaged areas be
mislabeled to these cities, we suspect performance would improve
rather thanworsen.The relativelyhigh rate of city-level accuracy the
MaxMind geolocation dataset provides and nature of the biases give
us confidence on the measures conducted. Of the tests considered,
only 9,200 of the 78,539NDT tests (11.7%) during the 108-day period
do not have geospatial data associatedwith the client, and these tests
are not considered in our location-based analyses.

We stress that the absolute values of the metrics reported should
not be taken as a complete reflection of overall network quality in
Ukraine. Their utility lies with providing a standard set of metrics
to compare over time and across different regions, i.e. the relative
changes and differences are the focuses of this paper.

4 Internet Service Quality
In this section, we seek to answer whether military operations

in Ukraine led to the degradation in the user-perceived quality of
Internet connections. We begin by viewing the metrics in aggregate
across the entire nation, and proceed to describe their behavior in
increasing levels of geographic granularity. We identified key cities
and compared their NDTmetrics before and after the start of the in-
vasion. These cities are Kyiv - the nation’s capital andmost populous

city, Kharkiv andMariupol - two cities that have been under siege
since early in the invasion [28, 34], and Lviv - the de facto "western
capital" that has seen over 200,000 refugees arrive from other parts
of the country [25, 43]. These cities were also chosen due to their
extensive media coverage, which enables us to correlate our find-
ings with geopolitical events in the region. We investigate potential
causal events corresponding to dates where we observe significant
metric changes, but largely leave date-level analysis to future work.

4.1 Nation-Level Metrics
At the national level, these effects are clearly observable in the

NDTdata as shown in Figure 2. After the invasion began on February
24, there is a sharp increase in the average connection loss rate (2d)
as well as minimum RTT (2b). The degradation becomes apparent in
just a few days. Not only is there higher loss, higher RTT, and lower
throughput, these metrics also fluctuate more day-to-day, which
indicates more instability and unreliability. We do see that after an
initial significant change in throughput and loss rate, these metrics
began reverting towards pre-invasion levels. Mean download speed
(2c) sees a 50% decrease with a corresponding spike in test counts
(2a) near March 10, suggesting a large-scale outage, corroborated
by other Internet analysts [36]. We also show that these significant
changes in the metrics do not appear in the baseline from 2021, as
evident in Figure 2.

4.2 Region-Level Metrics
Key metrics also correlated with active war-zones at a regional

level. In Ukraine, an administrative region is known as an oblast. As
shown in Figure 3, we have considerable changes in each of the four
primary metrics: decrease in test counts (3a), increase in MinRTT
(3b), decrease in mean download speed (3c), and increase in loss rate
(3d).Curiously, thechange inFigure3a is far less than its counterparts
(3b, 3c, 3d). This indicates that test counts remained fairly stable from
prewar to wartime and helps ensure that wartime test counts were
relatively unbiased compared to prewar test counts. In particular,
we see that oblasts in the North and Southeast are directly correlated
with worsening metrics – the same regions with active conflict.

4.3 City-Level Metrics
Our analysis of theNDTmetrics at the city level further links poor

connection quality to contested regions with active conflict. In Kyiv,
Kharkiv, and Mariupol, there is a statistically significant decrease in
quality across metrics. Table 1 shows the means of the metrics pre-
and post-invasion. We note that such changes are not seen in the
2021 baseline and attributable to the disruption of Internet infrastruc-
ture in the contested regions. Lviv, however, does not encounter any
statistically significant changes in the measured periods. As of April
21, Lviv has seen some attacks, including a missile bombardment
on April 18 [26]. Though the situation in Lviv is rapidly changing,
it appears that degradation in the Internet quality of some regions
does not have an immediate cascading effect on the entire country.

We also present the NDT test counts from the cities of Kharkiv
andMariupol. Both cities have been the target of concentrated be-
sieging. Generally, a sudden increase in NDT test counts is likely a
signal of Internet issues, but a sudden decrease does not necessarily
mean an improvement in Internet quality. Figure 4 shows NDT test
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(a) Test Counts (b) MinimumRTT (ms) (c) Mean Goodput (Mbps) (d) Connection Loss Rate

Figure 2: For each metric, the figures show the daily mean of all NDT download tests originating from Ukraine. The dotted,
vertical line indicates February 24, 2022, the start of the invasion.

Table 1: City level metrics compared before and after the invasion in 2022. Welch’s t-test is used for statistical significance
(𝑝 <0.05). A “*” indicates a statistically significant change.

# Tests MinRTT (ms) MeanTput (Mbps) LossRate (%)
Prewar Wartime Prewar Wartime p-value Prewar Wartime p-value Prewar Wartime p-value

Kyiv 10023 8513 11.340 26.613 *2.6E-60 64.02 50.86 *4.1E-43 1.37 3.14 *1.3E-122
Kharkiv 1839 1215 23.099 31.669 *3.7E-10 45.45 52.70 *2.0E-06 2.34 3.32 *1.8E-08
Mariupol 296 26 17.668 17.103 9.2E-01 32.88 18.80 *2.1E-02 2.79 6.84 *1.0E-04

Lviv 1315 1857 5.563 11.942 *1.3E-18 39.37 41.85 1.9E-01 1.73 3.29 *7.6E-17
National 35488 37815 13.807 21.734 *9.3E-57 45.06 37.34 *1.4E-86 1.97 4.14 *0.0

(a) Test Counts (b) MinimumRTT

(c) Mean Download Speed (d) Connection Loss Rate

Figure 3: The graphs show percentage changes of metrics
on a per-oblast basis comparing wartime numbers to prewar
numbers.
counts fromMariupol all but disappear after March. This coincides
with Russian forces surrounding the city on March 1 [34]. Similarly,
we see a large drop in Kharkiv following March 14, after officials
report over 600 residential buildings destroyed [28]. The disruption
of civilian life by the conflict as people flee their homes explains the
decrease in test counts as well as highlight the bias in the NDT data
– if a person is fleeing for their safety, it is unlikely they will perform
a speed test out of concern for the Internet service quality.

The trends we see in the test data are not unexpected. As people
flee from active war zones, fewer users will be on the Internet in the
region. As fighting leads to damaged networking infrastructure, the
quality of service will decrease.

5 Routing and Resilience
We now focus our investigation to determine the root causes of

the observed user connection degradation by analyzing architec-
tural changes to the network. In this section, we present that the
effects of the conflict demonstrate damage to routing infrastructure.

Figure 4: NDT download test counts from Kharkiv and
Mariupol. The dashed lines mark the start of the invasion
as well as amajor shelling attack on Kharkiv onMarch 14.
We use M-Lab’s scamper data set of traceroute data to investigate
how routing in Ukraine has been impacted by the loss of routing
infrastructure and whether specific ASes are disproportionately af-
fected. We find significant changes in Ukraine’s path and node-level
infrastructure to correlate with the timeline of the invasion and
provide evidence that these changes are connected to deteriorating
connection quality during wartime. We additionally find evidence
that Ukraine’s network is responsive to performance changes and
exhibits resilience in the face of network damage.

5.1 Routing Paths
In this section we study changes to routing decisions at a per-

connection level. We consider a connection to be a (source, destina-
tion) pair of IP addresses and a path to be the traceroute IP address
sequence used to satisfy a connection. Wemeasure the use of new
backup paths as a proxy for routing failures, hypothesizing that
wartime events, perhaps outages or damaged infrastructure, cause
disruptions that force the usage of alternative routes. Our hypothesis
is grounded with an observed correlation between a diversification
of path usage and degradation in connection quality in Ukraine,
demonstrated in Appendix D.
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Table 2: Average path and test counts for the top-1000
connections in 2021 and 2022.

# Paths/Conn. # Tests/Conn.
Baseline Jan-Feb, 2021 2.175 83.579
Baseline Feb-Apr, 2021 2.172 63.019

Prewar, 2022 3.281 210.910
Wartime, 2022 4.284 192.058

With these signals in mind, we consider the changes in routing
for tests at large.We see a significant increase in the number of paths
used per connection: as depicted in Table 2, the level of path diversity
greatly increased after the start of the war, while during our baseline
period in 2021, there was no corresponding change. In each of the
periods under consideration, we take the 1000 connections with
the greatest number of tests, and determine the average number
of unique paths utilized during the period of study to serve these
connections. On average, an arbitrary connection in this set used
onemore path after the start of thewar, evenwith less traffic through
the pair of endpoints.

We consider our results in this section a signal that preventa-
tive issues in network infrastructure modified routing behaviors,
exhibiting some performance degradation as a result. That said, our
observations also indicate the resiliency of the country’s Internet
infrastructure in adapting to changing network availability and sta-
bility. The use of alternative routes suggests readily available backup
infrastructure able to cope with networking failures and provide
more reliable service. We believe there is scope for future work to
strengthen understanding of networking failures and their effects on
keymetrics.Our proxymetric consideringuniquepaths as ameasure
of failure is imperfect, as it does not capture failures at the lowest
level. A more tailored dataset correlating metrics to identified out-
ages from infrastructure or human error would eliminate the need
to use a proxy variable. Additional work on router alias resolution
may also prove to be more precise than IP-level measurement [27].

5.2 Autonomous Systems
To understand the role of ASes in achieving high availability

and resiliency in Ukraine, we investigate how they participate in
routing and how participation changes after the invasion. For each
traceroute that was carried out as a result of an NDT test originat-
ing from Ukraine, we made note of which AS each hop belonged to.
We focus now on the top 10 most frequently occurring ASes, each of
which appeared in over 10k tests, and theNDT traffic routed through
them.

To varying degrees, even the 10 most frequently occurring ASes
experienced significant degradation in latency, throughput, and loss
that cannot be explained by natural fluctuations. As shown in Table
3, half of the top 10 ASes experienced over a 100% increase in RTT
following February 24, and the average loss rate more than doubled
for another set of 5 ASes. Over half of the ASes experienced statis-
tically significant increases in RTT and loss. We performed the same
analysis against the top 10 ASes from the same period in 2021 as a
baseline. Even if we assume the worst degradation for each metric
seen in the baseline is "natural," most of the top 10 ASes experience
even greater increases in RTT or loss after the invasion.

However, different ASes – even those serving the same city – are
impacted by the war in isolated and independent ways. For example,

Table 3: Changes in metrics that exceed the baseline (2021)
fluctuations are underlined, while a * indicate statistical
significance (𝑝 <0.05) usingWelch’s T-test.

ASN Name Δ Counts Δ TPut Δ RTT Δ Loss

15895 Kyivstar +16.45% -36.62%* +10.20% 1.58×*
3255 UARNet +37.59% -5.99% +134.0%* 1.59×*

25229 Kyiv Telecom +31.18% -4.93% +176.4%* 2.20×*
35297 Dataline +71.94% -34.43%* +86.01%* 2.81×*
21488 Emplot LTd. -86.73% +0.31% +554.6%* 3.73×*
21497 Vodafone UKr +15.82% -19.67%* +202.8%* 0.98×
6876 TeNeT -34.72% +5.55% -7.00% 0.60×*

50581 Ukr Telecom +282.8% -22.41%* +116.7%* 4.92×*
39608 Lanet -44.41% -21.93%* +118.7%* 2.80×*
13307 SKIF ISP Ltd. -13.18% +9.75%* -46.89% 0.82×

Baseline Fluctuations -36.85% -25.06% +109.71% 1.72×

Figure 5: The heatmap shows how connectivity from “Border
ASes” outside of Ukraine (vertical axis) to Ukrainian ASes
(horizontal axis) change after the invasion. Black squares
indicate no routes are seen between the two ASes. The
change in occurrence is the difference in the number of
tests traversing the AS pair between the wartime period and
prewar period (wartime - prewar).
traffic throughKyivstar experiences increased latency and decreased
throughput, while traffic through SKIF ISP experiences no degrada-
tion above baseline; both ASes serve Kyiv and the surrounding area.
Also notable is TeNeT, an Odessa ISP that did not see degradation
above baseline levels. AS-level data suggests that severe damage is
localized to fewASeswhile the rest continue to participate in routing
at or near baseline levels. Furthermore, the top 10 ASes shown in
Table 3 are only responsible for routing 25.6% of the 852,738 NDT
tests considered. Combined with the fact that users IPs are not con-
centratedwithin one or fewASes [3], this supports findings from the
preceding section that the routing infrastructure as a whole remains
functional despite certain ASes going dark.

So far we have only considered ASes local to Ukraine, but be-
cause NDT servers are not located in Ukraine, we can see from the
traceroute data how Ukraine receives international traffic. To in-
vestigate the connectivity, we look at the hops in the traceroutes
where one endpoint is a non-Ukrainian “border AS” and the other
is Ukrainian.

Figure 5 shows how connections between themost common “Bor-
der ASes” and Ukrainian ASes change as a result of the invasion.
For many Ukrainian ASes (columns), we see an increase in the num-
ber tests utilizing Hurricane Electric and fewer utilizing Cogent
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(a)Weekly percentage of connections through AS199995

(b)Weeklymedian loss rate of NDT tests

(c)Weeklymedian RTT of NDT tests

Figure 6: The portion of NDT tests routing through AS6663 to
AS199995 decreases as themedian loss rate and RTT of tests
through this AS increases.
Networks. Though we did not find sources to corroborate this obser-
vation, a recent report from RIPE on the resilience of the Internet in
Ukraine does also note thatHurricaneElectric participates in routing
for a high percentage of the population, making it “influential” [3].

We see a shift in routing preference to Hurricane Electric very
clearly in Ukrainian AS 199995. We find that three main foreign
“border” ASes route through AS 199995, with AS 6939 being Hurri-
cane Electric. Shown in Figure 6, as AS 6663’s loss rate increases, a
much larger proportion of connections going through AS 199995
arrive fromAS 6939,whose connections have far better performance.
While many other Ukrainian ASes interact with Hurricane Electric,
AS 199995 is the most commonly occurring AS in the data which
interacts with multiple foreign ASes.

6 RelatedWork
Relatedworkdirectlyconnected to theRussian invasionofUkraine

was dicussed in Section 2. In this section, we discuss other related
work on characterizing Internet resilience in the face of destabilizing
world events and natural disasters.

MajorWorldEvents: In the aftermath of the 9/11 attacks, Partridge
et. al. led aworkshop to analyze networking data in the time after the
attacks to better understand the effect on telecommunications issues,
with the goal of preventing communication disruptions should such
events transpire again [14]. Following Arab Spring in 2011, Dainotti
et al. characterized the impact of censorship on Internet connections
in Egypt and Libya using BGP data, darknet traffic, and active probe
measurements [16].
NaturalDisasters: Theeffects of the recentCOVID-19pandemicon
Internet trends has been well-studied under various lenses. Böttger
et. al. demonstrate worldwide traffic surges and connection quality
degradations correlated with events at the start of the pandemic
from the vantage point of Facebook’s edge network [7]. Feldmann
et. al. observe lasting shifts of aggregated and application-specific
traffic distributions from a set of four vantage points [19]. Lutu et.
al. consider data from the perspective of a large mobile network
operator in the UK and study decreases in human and network mo-
bility patterns causing variations in traffic rates [35]. Candela et. al.
conduct a case study of Internet metrics in the country of Italy from
the RIPE dataset, observing increased latency and packet loss at the
peak of the pandemic, and compare these changes tometrics in other
European countries [9].

There is also a body of work outlining responses to other natural
disasters, including the earthquake and subsequent tsunami in Japan
in 2011 [10] and Hurricane Sandy on the US East Coast in 2013 [18].
Other studies focus on general weather related Internet impacts [39],
power outages [5] and Internet outage analysis [6].
Measurement Lab: Data from Measurement Lab has been used
in work to learn Internet path changes and metrics [46], studying
latencydistributions on the Internet [24], an evaluationof theRecord
Route option of the IPV4 protocol [22], and recently was editorial-
ized to revisit on the decade since it was introduced to the research
community [21]. The Internet Society has additionally published a
dashboard on Ukrainian M-Lab data [41]. We leave analysis of other
data sets as a potential avenue for future work.

7 Discussion and Conclusion
To the best of our knowledge, this work is the first study of user-

perceived performance during the Ukraine war. We observe notice-
able performance degradation for NDT users in regions under direct
attack, and we find modest correlations between increased path di-
versity and decreased connection performance. However, the ability
of the network to rapidly adapt and diversify paths provides evi-
dence of infrastructure resilience. Numerous open questions remain
about the Ukrainian Internet experience in wartime. Are there other
sources of degradation which explain the drastic effects on network
performance? What applications and services suffered the most,
and which performed the best?We look forward to future work in
this area in order to guide the networking community to design an
Internet that meets the needs of the world’s most vulnerable users.
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at the example of Austria, Poland and Ukraine). Innovative Marketing 15, 1 (2019),
66–75. https://doi.org/10.21511/im.15(1).2019.06
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B Justification forWelch’s t-test
We usedWelch’s t-test to determine statistical significance. We chose this test specifically because it enables us to compare samples from

populations that do not have equal variance. In our analysis, we found that the samples we compared had unequal variances, which could
imply that the populations they were sampled from also had unequal variance.

Welch’s t-test also expects that the data is sampled from normally distributed populations. Figures 7 and 8 show the sample distributions for
each metric in the prewar and wartime periods, respectively. Minimum RTT appears to be normally distributed (aside for the spike near 0), but
the other metrics are slightly skewed.While its impossible to know the exact population distribution, the lack of normality in the samples
could be considered a limitation of the statistical tests.

(a) MinimumRTT (ms) (b) Mean Download Speed (Mbps) (c) Connection Loss Rate

Figure 7: Distributions for each keymetric during the prewar period.

(a) MinimumRTT (ms) (b) Mean Download Speed (Mbps) (c) Connection Loss Rate

Figure 8: Distributions for each keymetric during the wartime period.
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C Supplementary Data on Internet Service Quality

Table 4: Raw values for region/oblast-level metrics.

Prewar Wartime

Region/Oblast MeanTput
(Mbps)

MinRTT
(ms) LossRate Count MeanTput

(Mbps)
MinRTT

(ms) LossRate Count

Kiev City 61.71 11.69 1.30% 11216 50.61 25.99 2.93% 10023
Dnipropetrovs’k 35.18 13.18 1.82% 3024 30.14 17.93 2.96% 3483
L’viv 34.70 6.53 1.62% 1881 37.16 13.44 3.27% 2964
Odessa 40.31 9.07 1.99% 2210 39.43 11.31 2.41% 1969
Kharkiv 42.72 21.42 2.22% 2102 42.51 26.93 3.41% 1692
Donets’k 26.87 22.22 2.09% 1749 20.78 16.50 4.02% 1318
Zaporizhzhya 24.71 4.16 2.00% 1046 19.87 14.94 12.09% 1552
Vinnytsya 34.56 6.73 1.39% 894 32.82 12.35 2.42% 1293
Mykolayiv 55.30 28.20 1.50% 1031 49.50 32.84 2.31% 1127
Transcarpathia 27.36 18.43 4.77% 721 19.53 20.96 5.58% 1040
Chernihiv 71.33 14.20 2.45% 1298 18.55 9.90 4.71% 366
Kiev 32.76 4.65 1.35% 887 34.92 17.40 5.38% 728
Kherson 24.59 5.08 2.07% 614 16.37 18.94 8.57% 986
Cherkasy 48.00 3.94 0.85% 570 46.33 12.37 2.68% 831
Rivne 34.81 3.30 2.14% 612 28.21 11.69 3.69% 766
Poltava 31.12 5.04 1.47% 537 38.56 17.60 3.77% 824
Ivano-Frankivs’k 22.16 6.58 2.19% 535 27.34 15.28 3.26% 758
Ternopil’ 37.16 11.50 1.46% 531 43.95 8.78 2.46% 594
Kirovohrad 18.64 3.30 1.87% 437 22.19 11.22 2.28% 642
Luhans’k 13.87 10.30 2.92% 581 14.66 19.63 5.88% 470
Volyn 36.62 4.49 1.49% 414 26.84 13.80 2.67% 631
Zhytomyr 25.65 8.25 2.10% 459 28.38 21.82 5.31% 555
Chernivtsi 22.24 4.71 2.01% 462 38.00 12.16 2.22% 513
Khmel’nyts’kyy 21.67 11.15 2.06% 227 28.86 14.49 4.94% 688
Sumy 22.61 7.47 1.87% 329 20.18 20.83 8.52% 552
Crimea 43.41 65.76 2.80% 348 34.60 57.15 4.45% 338
Sevastopol’ 21.52 47.53 3.48% 92 29.80 31.01 4.08% 199
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D Supplementary Performance Analysis of Routing
As pictured in Figure 9, as the number of paths a connection uses increases, we see corresponding, statistically significant decreases in

throughput and increases in loss rates. We measure the change in unique path counts for a connection, as defined in Section 5, as the difference
between the number of unique paths observed when serving a connection during wartime and the number of unique paths observed when
serving a connection before the war. In order to establish this correlation on a persistent set of connections, we only consider connections that
had at least ten tests both prewar and during wartime, though the correlations still hold on a larger scale with less filtering.

(a) Mean Download Speed (b) Connection Loss Rate

Figure 9: Performance changes in connection bandwidth and loss rate with respect to changes in the number of paths used
per connection.

Table 5: Raw values for AS-level metrics.

Mean TPut
(Mbps)

MinRTT
(ms) LossRate Count

ASN Period mean median std mean median std mean median std

15895 Prewar 37.836 36.175 30.064 22.514 0.070 79.346 0.0161 0.0053 0.0274 3367
Wartime 23.980 9.262 33.132 24.809 0.074 185.841 0.0254 0.0029 0.0591 3921

3255 Prewar 61.664 35.516 63.927 5.257 0.035 20.839 0.0177 0.0028 0.0408 1934
Wartime 57.971 32.944 67.471 12.300 0.038 29.250 0.0281 0.0042 0.0604 2661

25229 Prewar 52.699 42.534 43.359 7.259 0.039 17.372 0.0150 0.0034 0.0288 1549
Wartime 50.099 32.920 54.275 20.062 0.045 35.240 0.0330 0.0074 0.0663 2032

35297 Prewar 31.969 13.243 72.602 13.151 0.047 28.112 0.0135 0.0026 0.0326 816
Wartime 20.962 6.708 36.731 24.462 0.067 48.810 0.0379 0.0106 0.0638 1403

21488 Prewar 90.516 92.006 35.202 3.755 0.038 11.063 0.0019 0.0007 0.0057 1809
Wartime 90.792 92.024 24.488 24.581 31.618 15.289 0.0072 0.0048 0.0117 240

21497 Prewar 18.720 14.321 20.635 6.584 0.064 22.321 0.0391 0.0032 0.0820 929
Wartime 15.038 9.213 18.778 19.932 0.070 43.905 0.0383 0.0035 0.0886 1076

6876 Prewar 45.038 43.225 33.827 4.187 0.054 15.621 0.0121 0.0017 0.0351 1129
Wartime 47.538 52.301 33.164 3.894 0.054 14.032 0.0073 0.0011 0.0153 737

50581 Prewar 31.827 15.366 43.035 4.670 0.040 13.145 0.0105 0.0030 0.0233 360
Wartime 24.695 11.530 39.290 10.118 0.042 21.367 0.0518 0.0055 0.1033 1378

39608 Prewar 84.613 45.551 110.260 6.086 0.042 19.883 0.0075 0.0016 0.0198 1056
Wartime 66.061 49.085 77.319 13.311 0.059 34.283 0.0209 0.0025 0.0568 587

13307 Prewar 115.258 153.041 67.662 0.591 0.032 6.514 0.0038 0.0005 0.0128 774
Wartime 126.493 177.031 70.678 0.314 0.032 3.861 0.0031 0.0001 0.0157 672
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Table 6: p-values for AS-level metrics.

ASN Name MeanTput MinRTT LossRate
15895 Kyivstar 2.454e-76 4.824e-1 9.508e-19
3255 UARNet 5.902e-2 2.452e-21 3.750e-12

25229 Kyiv Telecom 1.112e-1 9.592e-45 1.901e-27
35297 Dataline 5.720e-5 5.621e-12 1.261e-31
21488 Emplot LTd. 8.768e-1 7.354e-57 5.642e-11
21497 Vodafone UKr 3.433e-5 5.232e-18 8.193e-1
6876 TeNeT 1.144e-1 6.735e-1 5.407e-5

50581 Ukrainian Telecom 4.553e-3 2.126e-9 5.975e-40
39608 Lanet 7.122e-5 3.250e-6 4.102e-8
13307 SKIF ISP Ltd. 2.144e-3 3.185e-1 3.674e-1
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